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MpuHecnTe cBOE COBCTBEHHOE
NPOMEXYTOYHOE NporpammMHoe
obecneyveHne, 6a3bl JaHHbIX U Npoyee
MO. Cosgante katanor cnyx6, 4TobbI
obecneynTb BO3MOXHOCTb
CaMOCTOSATENTbHOIO pa3BepThbIBAHMS U
camoobcnyxunsaHms

Bosbmute Kubernetes nnu gpyron
opkecTpoBLLMK (Mesos, Swarm) ns
ancTpuma u noaaepXxmBamnTe ero
paboTtocnocobHocTb camu. BeinonHuTte
BCIO paboTy, Heobxoanmyto Ans ero
uHterpaummn B NT-cpeay Bawero
npeanpusiTus (CeTn, XxpaHeHune, peectp,
6e30nacHoOCTb, BeAeHWe XypHana,
METPUKN U T. 4.)

YTto 3HauuT “Caoenamn Kubernetes cam”

KoHTenHep KoHTernHep KoHTelnHep KoHTenHep KoHTenHep
CamoobenyxuBaHune n coBmecTtHasa pabota

KaTtanor camoobcnyxumaHus (Runtime’sl, npomexxytodHoe MO, 6a3sbl AaHHbIX, ...)

ABTOMaTU3aLMS COOPKK ABTOMaTU3aUnNA pa3BEPTLIBAHMUS

YnpaBneHust >)k3HEHHbIM LIMKIOM NPUNOXKEHNA 1 KOHBENEPLI COOPKN-A0CTaBKN

YnpaBneHue UHOPacTPYyKTYPHbIMU KOMIMOHEHTaAMWM KnacTepa

CeTb XpaHeHune Peectp Norvposaxue e e s
AaHHbIX obpasos 1l MOHUTOPUHT

Runtime Ans KOHTEMHEPOB N OPKECTPATOP KOHTEMHEPOB

OnepaunoHHas cuctema

Bo3bMuTE CyLLECTBYIOLLME MHCTPYMEHTDI
ansa Cl/ CD v gobasbTe cOopKy U
ynpasneHne obpa3om KOHTENHepa,
HenpepbIBHOE pa3BepTbiBaHNE U T. 4.

Bosbmute Docker-koHTenHep n3
ancTpuma, nogaepXxmeamnTe ero,
obecneunBanTe 6e3onacHoOCTb U
obcnyxuBanTe ero CaMocTOSATENBHO.

MoppepxuBante n passnsante
COBCTBEHHbIM ancTpum gUcTpubyTms
Linux nnun ncnonb3ymnte cyLlecTeyoLme
KOMMepyeckue npeanoxexHunsa Linux -
RHEL vnu ot cTOpoHHMX
npownssoanTenen.
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OpenShift 4 — kopobo4Hoe peLleHne

0 RedHat

OpenShift 4

BkniouvaeT B cebsi Bce HYXXHbleé KOMNOHEeHTbl U3 KOpOGKM:

1.
2.

Bce KOMMNOHEHTbI MHTErPMPOBaHbI APYr C APYroM

CtabunbHoe 1 ogHOpOoAHOE pa3BEPThIBaHME Kak B obnake,
Tak n B Bawem LIO[

MonHas aBTOMaTN3aLmMsa YCTaHOBKN BCEX KOMMOHEHTOB
peLleHmns

OOHOBNEHUA B OOVH KINUK

ABTOMacLUTabupoBaHMe 1 UHTerpaums ¢ nnatgopmamm

Jliobas
NHJPaACTPyKTypa

Jlyywee - agMuHucTpatopam Jlyywiee - paspabotymkam

CaaS—PaaS | Faas

An MpunoxeHus
MUHUCTPATO i
P 9)" MpomesxyTouHoe MO, runtimes Pa3paboTunky

MoHUTOpUHT, U T,
C6opka 13 ncxogHoro

iormpoBaHue, peectp

ABTOMaTM3aUMA
certified

kubernetes

kubernetes

\.‘ RedHat Enterprise Linux CoreOS

.............

= 3 <G
uon O6nako

JTobas
MHJOpPaACTPYKTypa

& RedHat
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OPENSHIFT 4 uistio @ knative

@kiali K=DA
e

Best IT ops experience
CaaS ¢«— PaaS| FaaS

: rometheus .
. 9 P : Cluster services
6 Grafana : Monitoring,
. . showback, automated builds,

. %&e ElasticSearch - : : .
: ® . registry, logging Service mesh Cl/CD, IDE
: yﬂuentd ‘ Kibana -

Al

Application services

Developer services

Middleware, functions, ISV Dev tools,

s

O IR sncen Automated operations
kubernetes

\.‘ RedHat ‘Ghcrico “skopeo

Enterprise Linux (@) & bui
1éh podman () build
CoreOS - “

‘ Any infrastructure |

Physical Virtual Private Public
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CTtabunbHaga u ctaHgapTHasa nnatdgopma Angd

BaLLUero npeanpusTus

NS
PN

KoHTponb
ABTOMaTM3aLUA MOHUTOPUHT K Pacwmnpsiemas

CETEBOro y
0BHOBMNEHNI normpoBaHue apxXuUTeKTypa
goctyna

RED HAT
OPENSHIFT

CoBMeCTHbIN BesonacHocTb “u3
AocTyn KOpO6Ku”

ABTOMaTM3aUUA
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[logaepxneaemble nnatdopmbl ANA YCTaHOBKU

Full Stack Automation (IPI) Pre-existing Infrastructure (UPI)

_ _NIng . NN _
reramazon BT Microsoft Azure rrramazon BT Microsoft Azure
%% webservices %% webservices

<VvSphere

“vSphere Cloud Platform

i) Google Avmware i') Google Avmware

Cloud Platform

g RED HAT 3
3 Bare Metal OPENSTACK 4 Bare Metal
PLATFORM i

IBM Z IBM Power Systems @

New addition in OCP 4.6 Now supports deploying
to VMware vSphere 7.0

& RedHat
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ABTOoMaTn3aumus ¢ yposHsa OC
OPENSHIFT

Red Hat Enterprise Linux CoreOS co3gaBanacb nog OpenShift OPENSHIFT PLATFORM

CoreOS TecTupyeTcd Ha COBMECTUMOCTb C NiaTopMon N ABMAAETCA

HeoTbeMI1eEMON €€ YacTblo.

Red Hat Enterprise Linux CoreOS ynpaBnsieTcsi Krnactepom

XunsHeHHbIN umknn OC npuBa3aH K XM3HEHHOMY LIMKNY KracTepa. 0 0 0
OpenShift ynpasngaet He Tonbko camom OC, HO U KOHGUTypauusmu 0 0 0
NPUNOXEHUW Ha HEN, Hanpuvep: OPERATING SYSTEM
e CRI-O
RED HAT
e Kubelet

ENTERPRISE
W | [NUX Core0

e  CnmncokK paspeLlEHHbIX KOHTEMHEPHbIX registry

e KoHdurypaumm SSH
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OpenShift - no Ops nnatdgopma

. Kak ato paboTtaet?

NMpoBepka HacTtpouka
| Y ¥
n:::i?a::ﬂﬂ Config Operator Resource
f + |
AHanus MOHUTOPUHT

OnepaTtop OencTeyeT Kak
Xunsom nHxeHep. OH cMOTpUT
Ha pa3BEpPHYTOE NPUNOXeEHNE,
aHanuaupyeT ero u NpuHUMaeT
peLUeHnst 0 peKoHdUrypaumm.




= Nihol
OperatorHub

( )
Ncnonb3yeTtca agMMHMcTpaTopaMm Ans

MoncKa 1 yCTaHOBKM OnepaTopoB
\_ J

RED HAT
OPENSHIFT

Container Platform

Catalog

Developer Catalog

Installed Operators

OperatorHub

( )
OnepaTtopsl B OperatorHub nogaepxusatot

OLM
. J

Operator Management

Workloads

Networking

Storage

(
Marketplace Operator otBeTcTBEHEH 3a Ul

OperatorHub Ha OpenShift

Monitoring

Compute

Administration

Red Hat Operators
OpenShift Certified Operators

Community Operators

MCTOYHMK:
https://docs.openshift.com/container-platform/4.4/operators/olm-understanding-operatorhub.html

Project: default v

OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. Operators can be installed on your clusters to provide optional
add-ons and shared services to your developers. Once installed, the capabilities provided by the Operator appear in the Developer Catalog, providing a self-

service experience.

All items

Al/Machine Learning
Big Data

Database

Integration & Delivery
Logging & Tracing
Monitoring
Networking
OpenShift Optional
Security

Storage

Streaming & Messaging

Other

Installed (0)
Not Installed (34)

Red Hat (1)
Certified (7)
Community (26)

All Items

34 items

AMQ Streams

Red Hat AMQ Streams is a
massively scalable,
distributed, and high
performance data st

5 Community

Camel-K Operator

Apache Camel K (a.k.a. Kamel)
is a lightweight integration
framework built fro

ol Community

Cammunity laanar

' Community
Aqua Security Operator

The Aqua Security Operator
runs within a Openshift
cluster and provides a means
to deploy and mana

g Community

Cluster Logging

The Cluster Logging Operator
for OKD provides a means for
configuring and managing
your aggregated log

o

Canrhhaca Nnaratar

o

“ Community

Automation Broker
Operator

Automation Broker is an
implementation of the Open
Service Broker API r

6 Community

CockroachDB

CockroachDB Operator based
on the CockroachDB helm
chart

o Community
2

Crunchu PactaraSNI

& RedHat

Jonny Appleseed


https://docs.openshift.com/container-platform/4.4/operators/olm-understanding-operatorhub.html
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Cluster Settings

Details  Cluster Operators

Global Configuration

4.5.0-0.nightly-2020-04-21-

4.5.0-0.nightly-2020-04-21-

4.5.0-0.nightly-2020-04-21-

4.5.0-0.nightly-2020-04-21-

Y Filter ~ Name +~  Search by name.. /
Name T Status Version
@ authentication @ Available

103613

@ cloud-credential @ Available

103613
(@®) cluster-autoscaler @ Available

103613
(@®) config-operator @ Available

103613
(@®) console @ Available

4.5.0-0.nightly-2020-04-21-
103613

OpenShift aTo npo onepaTopsl

M3HEHHbIN UMK onepaTopoB NAaTPOpPMbl CBSA3AH C
KnacTtepom.
Kaxkablh onepaTtop oTBeYaeT 3a onpesesieHHble
KOHuUrypaumum
OnepaTtop coobulaeT cOCTOAHNE O CBOEM KOMMOHEHTE
o Available
o Progressing (applying a configuration update)
o Degraded (loss of service over a period)
NMpumep Ha KapTUHKe BKAOYaeT B cebA:
o DNS
o Network
o CSI
o Monitoring

O Ingress



= Nihol MoHuTopuHr knacTepa B OpenShift

MNMpenocraBnsaeTca “n3 KOPooKnU”, pasBopayumMBaeTcs B
npouecce yCTaHOBKMU
e MeTpukn anst MOHUTOpPUHra etcd n gpyrMx acnekTos
Krnactepa “n3 kopobku”
e HacrtpaumBanTe Hy)XHble anepTbl OTAENbHO B T.M. [N

BaLLUNX NPUITOXKEHUN

e CwmoTtpute cBogHble rpacdukmn ¢ nomoubio Grafana
e MeTpukn ona TpabnuwyTuHra cetm

e Configuration via ConfigMaps and Secrets

i RED HAT
— OPENSHIFT

Container Platform

HISLANTY VS G D

OperatorHub Alerts Alertmanager Ul &

Operator Management

Alerts help notify you when certain conditions in your environment are met. Learn more about how alerts a
Workloads
12 | Firing Silenc ding 77 NotFiring = Select All Filters
Networking
NAME t STATE
Storage B CPUThrottlingHigh A Firing

39% throttling of CPU in namespace metering-demo for container tiller in pod
metering-operator-5c¢9¢c754b85-19ds2.

Builds
) CPUThrottlingHigh A Firing
Monitoring 28% thro.tt!inq of CPUvin namespace metering-demo for container reporting-
operator in pod reporting-operator-6c666b8bdb-qvbb5.
— ® CPUThrottlingHigh A Firing
Silences 81% throttling of CPU in namespace metering-demo for container metering-

Metrics operator in pod metering-operator-5¢9¢754b85-19ds2.

Dashboards = ® KubeDeploymentReplicasMismatch A Firing

Deployment openshift-operators/mongodb-enterprise-operator has not
matched the expected number of replicas for longer than an hour.

Compute

1D KubePodCrashLooping A Firing
Nodes

F P PP | P P PGP T Dk U 7Ty Dot | Ponla W - L 17 § POy e gy S
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AocTynHo B BMAe onepaTopoB Create Operator Subscription
PY EFK (Elastlcsearch + Fluentd + Klbana) CO6MpaeT ioru Keep your service up to date by selecting a channel and approval strategy. The strategy determines either manual or automat
9 Installation Mode *
XOCTOB U NPUINOXEHNN # configure via CRD
. ] MR  0pcstor will be available in apiVersion: "logging.openshift.io/v1"
o Elasticsearch: xpaHut noru, nossonser kind: "ClusterLogging"
co3[aBaTb CMOXHble 3anpochl Ha MOUCK T metadata:
) P 2 name: "instance"
o  Fluentd: cobupaet noru B Elasticsearch namespace: "openshift-logging"
1 . - @ openshift-logging v spec:
O Kibana: web I/IHTepCbeI/IC managementState: "Managed"
Update Channel * ]_ogstope :
e KoHTponb goctyna 0 preview type: "elasticsearch”
elasticsearch:
O AﬂMMHMCTpaTOp K”aCTepa MO)KeT CMOTpeTb Approval Strategy * nodeCount: 3
”|‘06b|e norm © Automatic resources:
— limits:
o  [MNonb3oBatenu BUAAT NOrM CBOUX MPOEKTOB cpu: 8eem

memory: 1Gi
requests:
cpu: 800m

° Log forwarding API memory: 1Gi

e ABTOMaTUYecKnn ayamuT Bcex codbiTum API

storage:

storageClassName: gp2

size: 100G

redundancyPolicy: "SingleRedundan
visualization:

type: "kibana"

kibana:

replicas: 1



https://docs.openshift.com/container-platform/4.6/logging/cluster-logging-external.html
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e (OOHOBNEHMe BCeX KOMMOHEHTOB
nnaTopmbl

e Buibop Bepcun nog KOHTPOEM
agMUHUCTpaTopa

e [loanepxuBaeTcs Kak U30NMPOBaHHbIEe
cpenbl, Tak U cpeabl C NOAKITYEHNEM K
NHTEPHETY

e OOHoBEHNEe 6e3 NPocToeB

e [IpoBepka coBMECTUMOCTEN Nepea
3arnyckom ob6HOBIEHNN

OOHOBNEHUSA B OOUH KIUK

Red Hat

: . IAM#decarr@redhat.com
OpenShift Container Platform & i il

&2 Administrator

Cluster Settings

Home
Overview  Cluster Operators  Global Configuration

Dashboards

Proj
Update Status

Channel Current Version © Update available

stable-4.3 & 4312
Update now

e OOGHOBNEHME NPOXOAUT MOITAMNHO, Aaxe npwu
oLInbKe KnacTep He nepecTaHeT paboTars.
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OpenShift Networking Plug-ins

OPENSHIFT

KUBERNETES CNI

. : Juniper
Opggilhlft (T:IgliGCr? _ VMware VMware Contrail & kuryr-
Cisco ACI NCP Antrea Tungsten kubernetes?
(opensro) Fabric

RH-OSP
Neutron

Fully Supported Cert In-Progress Plugin

McTouHuK:

https://access.redhat.com/articles/5436171
https://access.redhat.com/articles/4763741



https://access.redhat.com/articles/5436171
https://access.redhat.com/articles/4763741
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Multus no3sonseT co3gaBaTb HECKObKO
CeTeBbIX aJanTepoB ANA Ka)aoro noaa u
HasHa4yaTb Ha HUX pasfnyHble ceTeBble
nnarvHbl

[lononHuTenbHble
ceTeBble aganTepsl

Multus

Kubernetes

Multus CNI

OpenShift
SDN CNI
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[MoooepxmBaemble CNI nnarvHbl

host device
IPAM(dhcp)
MACVLAN
IPVLAN

Bridge with VLAN
Static IPAM
DHCP IPAM
Route Override
whereabouts
SR-I0V

MCTOYHMK:
https://access.redhat.com/articles/4763741



https://access.redhat.com/articles/4763741
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bes3onacHoCTb HA4YMHaAETCA C XOCTa

CONTAINER

_ o LINUX O/S
> BesonacHocTb xocTa = 6e30NacHOCTb KOHTENHEpPa DEPENDENCY

»  SELinux, Seccomp u root capabilities no3BonaT Bam
cnaTb CMNOKOWMHO

SELINUX
NAMESPACES
SECCOMP

> 3awmuianTte He TONbLKO XOCT OT KOHTENHEPOB, HO U
KOHTENHEpPLI ApYr OT Apyra

» RHEL CoreOS obnagaet MeHbLUMM KONM4YeCcTBOM
BEKTOPOB aTak

CGROUPS

CONTAINER




w Nihol Openshift security guide

‘ RedHat

NcTouHMK
https://access.redhat.com/system/files/redhat_openshift_security _guide_2_for_screen_0.pdf



https://access.redhat.com/system/files/redhat_openshift_security_guide_2_for_screen_0.pdf
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Authentication

DNS
Monitoring
Ingress

Storage

OpenShift and Red Hat Insights

— Insights-operator

— Must-gather

& RedHat

Insights

Red Hat
support
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NetworkPolicy

MpoekT A MNMpoekT b

«———8080 —— -\ —————— ——

« 5432 —_

[Mpnmepbl
e PaspelunTb BeCcb Tpauk B NpoekTe
e PaspewwnTb Tpaduk N3 3eNEHOrO B cepoe
e PaspelwwnTb Tpaduk B omoneTosoe no
nopty 8080

apiVersion: extensions/vlbetal
kind: NetworkPolicy
metadata:

name: allow-to-purple-on-8080
spec:
podSelector:

matchLabels:
color: purple
ingress:
- ports:
- protocol: tcp
port: 8080
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BupTtyanbHble mawwinHbl B OpenShift

e OpenShift Virtualization nossonseT

L)
F- - pa3BopaymBaTh ‘CMeLlaHHbIe”
I.E_ 4 NPUIOXKEHNS Ha OAHOW nnaTdopme U
BM KoHTeitHepb! ynpaensaTb eaMHbIMU CpeacTBaMu

OpenShift Virtualization

e BM moxxHO 0obaBnaAThL B UMerLwmnecs

Red Hat OpenShift Container Platf
ed Hat OpenShift Container Platform MPUNOXKEHUS

e MopgepHu3npyeTe BaLln NPUMNOXKEHNS C

Red Hat Enterprise Linux CoreOS

Te4YeHneM BpeMeHU, a NoKa ynpasnsmnTe

XKeneso BCEM N3 €0UNHOI0 OKHa

& RedHat
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:‘=—): BM Ha 6a3e Windows

<

N7

Windows npunoxeHne

Red Hat OpenShift
virtualization

ITtobas Harpyska bygem Kak goma

Linux .
- Windows KoHTenHe
Q S O i

Linux .NET core

2 _ Windows .NET framework koHTewHep
KOHTEUHEP KOHTENHep

Red Hat Enterprise Linux : .
\O/ CoreOS \O/ Microsoft Windows

i l

OpenShift Container Platform

\.‘ Red Hat




“Nihol PaspabaTtbiBante ahdekTnBHeE

Cobopka TecTbl MpoaykTne

j N
CTtaHpapTHble AsTomatmyeckaad  KoHBenepbl cOOpku- YnpaeneHve Jlormposanue n
CamoobcnyxnBaHue y
cpenbl cbopka npunoxeHmnn  goctasku (CI/CD) KOHpUrypaumsmu MOHUTOPWHT
CosgaHue AHanuna MoHuTOpUHr

SPRING & JAVA™ EE MICROSERVICES FUNCTIONS

RED HAT’
LINUX 0 OPENSHIFT WINDOWS

& RedHat
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Helm Chart n Kubernetes Operators

“YnakoBka” n yctaHOBKa

Helm Chart

YcTtaHoBKa

ABTOMaTU3aUMSA YCTaHOBKM
npunoXxxeHmsd no
npenocrtaBlieHHbIM

KOHpUrypaumsim

OOHoBNEeHue

YcTaHoBKa natyen u
obHoBneHne B paMkax
MWHOPHbIX BEPCUI

ABTOMaTu3auus onepaunn “Broporo gHsa”

Kubernetes Operator

ABTOMaTU3aUmnA
YXM3HEHHOro UuuKna

ConpoBoxaeHue,
HacTpolika, pe3epBHoe
KonupoBaHue,
BOCCTaHOBIEHME nocre
oTKasa

AHanuTuka

MeTpukun, onoseLLeHus,
cbop n nepenava noros,
aHanun3 paboThl
NPUNoXeHns

“ABTonunoTt’

MacwTtabupoBaHue,
aBTOMaTU4eckoe U3MeHeHue
KOHoMrypaumin, HacTponka
no pacnmcaHuto, peakuus Ha
aHoMarnbHOe noseaeHue

& RedHat
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CamoobcnyxnsaHume

Red Hat

Red Hat
© OpenShift Container Platform

OpenShift Container Platform

kube:admin w

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in. You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow othe

</> Developer </> Developer

Project: anewl + Application: all applications + Project: adevconsolel + Application: all applications +

+Add +Add

Select a way to create an application, component or service from one of the options.

Topology Topology

® S L1l

From Git Container Image From Catalog

Builds

Pipelines Pipelines

Advanced

© frontend-s8mzd-...

% (]
backend

wildwest-game

aQ Q X

Advanced

Import code from your git
repository to be built and
deployed

From Dockerfile

Import your Dockerfile from
your git repo to be built &
deployed

Deploy an existing image from
an image registry or image
stream tag

YAML

Create or replace resources
from their YAML or JSON
definitions.

Browse the catalog to
discover, deploy and connect
to services

Database

Browse the catalog to
discover database services to
add to your application
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PaboTa ¢ Health Check

RedHat

o i

= OpenShift H OO > @ userl

BO3MOXHOCTb 106aBNsiTh health checks [N o - e e
N3 web KoHconn Sy e >
e Haxoparcsa B Advanced Option o
e OnoBeLLEeHNE O TOM, YTO Bbl HE

HacTpounu health checks
e MoXXHO 00BaBnATL N pegakTMpoBaThb SP :

Health Checks
e Health checks peanuaytot liveliness,

readiness u startup probes

alals B -
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Acnonb3yinTte Haw CTEK MOHUTOPUHIa Ansi Toro, Ytoobb!

Co3naHne cBOUX METPUK

cneanTb 3a BallMMn Harpy3kamm

CospasanTte Balm npasuia gngd MOHUTOPUHra
NPUNOXEHUN N NHPPACTPYKTYPHbLIX CEPBUCOB,
KOTOPbIX HET “N3 KOPOOKK”

OpraHusynTe A0CTYN OO METPUK U anepToB
4yepe3 0HY KOHCOSb, C UCMOSb30BaHNEM
pasrpaHMyYeHnn npae gocTyna.

<> Developer

+Add

Topology

Monitoring

Search

Builds

Pipelines

Helm

Project

Config Maps

Secrets

Project:nsl  « Application: all applications

Filter by Resource Find by name

# A7 ©O @ kube:admin ~

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

/' ©®

@ prometheus-example-app Acti
A Health Checks X
C promethe| le-app does not have health checks to ensure
your application is running correctly. Add Health Check
Detail Resources | Monitoring
Alerts - -

Project:nsl  «

Alert Details

€™ CriticalAlert ocritical

Alert Details

CriticalAlert

Silence Alert
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UTto Takoe Clair?

e VIHCTPYMEHT AN cTaTU4eckoro aHannsa oopasoB

@ RED HAT Quayio EXPLORE  TUTORIAL  PRICING

Ha yA3BMMOCTU C OTKPbITbIM NCXOAHbIM KOAOM

€ B alecmerdler/couchbase-server

e lcnonbayetcsa B Quay.io o

-

&

e [lpuMeHsieTca B Apyrnx NpoekTax (Hanpumep,
Amazon ERC u Harbor)

5i%

Vulnerabilities

RHSA-2019:0710
RHSA-2019:1587 %
RHSA-2019:0368 %
RHSA-2019:0049 %
RHSA-2019:0679 %

RHSA-2018:2285 %

SIGN IN

I 292bc8c5a3b2

Quay Security Scanner has detected 61 vulnerabilities.
Patches are available for 61 vulnerabilities.

A 14 High-level vulnerabilities.
33 Medium-level vulnerabilities.
14 Low-level vulnerabilities.

Only show fixable

2.7.5-68.017

1.43-10.67_2.1



https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://goharbor.io/docs/2.1.0/administration/vulnerability-scanning/
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Red Hat Universal Base Image

CONTAINER

APP

LANGUAGE RUNTIMES

oS
(USER SPACE)

OcHoaHHbI Ha RHEL, Red Hat Universal Base Image

nocTyneH 6e3 oononHUTENbLHOM NnaThl

PaspaboTka
> MunHumanbHbIn 06bEM (~90 to ~200MB)

> Wunpoknn BbIGOp S3bIKOB NpOrpaMMmmnpoBaHng

cnonb3oBaHue

> ToppepxunBaetca kak RHEL npu pabote Ha RHEL
> Taxe Nnpom3BoaUTENBLHOCTL, 6€30NacHOCTL U

XU3HEHHbIN LUukn, 4to u RHEL

>  MoXHOo ncnonb3oBaTb NOANUCKX ANst NOAAEPXKKM
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KoHBenepbl cOopkn aoctaBkM Ha ocHoBe Jenkins

PaclumpsiemMbi KoHBenep cbopkn-gocTtaBku Jenkins
NMOMOXET BaM co3aTb Bam Bawy peanusaumio DevOps
Ha NpeanpusaTum

Nexus
SonarQube Repository
A
Jenkins:
— Coverage —

Static Analysis

Jenkins:

Jenkins: Jenkins: e Jenkins:
Build — - Archive Artifacts Trigger Image Build | flaeeriin Lre " Promote Image
Package ‘ in Nexus Deploy to DEV 9 2 Deploy to STAGE
| Jenkins: )
> Unit Tests

OpenShift:
Build Docker Image

OpenShift:
Promote Image
Deploy to STAGE

Deploy to DEV
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ConyTCTBYIOLLME TEXHONOMNU

OpenShift Service Mesh OPENSHIFT \ fé
y ? X
o KOoHTpoOsib ceTeBoro B3anMogencTBus MMKPOCEPBUCOB SERVICE MESH'="
Ha Gase Istio, Kiali (MHTepdenc) n Jaeger
(Tpaccuposka) OPENSHIFT

K . <’> Microsoft
SERVERLESS Azure
OpenShift Serverless

o @yHKums-kak-cepsuc (FaaS) anga Toro, 4ToObI

OPENSHIFT "
aBTOMaTU4YECKN N3MEHSATD (B T.4. 4O HYNS) KOS-BO PIPELINES

MUKPOCEPBUCOB Ha OCHOBE COObLITUI. [TOCTPOEHO Ha
6ase Knative framework

OpenShift Pipelines (Tech Preview)

&, Red Hat

o Kubernetes-native koHBelep cbopku-goctaBku (CI/CD) OpenShlft
Ha ocHoBe Tekton. TecHo uHTerpuposaH ¢ OpenShift u
ero cpegcreamu ans paspaboTymkoB
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YpobcTBO ANngA pa3paboTynkos

CodeReady Workspaces CODEREADY
WORKSPACES

VARV

Kube-native web-based IDE ansa
paspaboTumkoB. [N1wmnTe Kog oTKyaa yrogHo

OpenShift ODO

CLI gns paspa6oTtumka, NOCTPOEHHbII Mo
N3BECTHOMY CUHTaKcuCy git-push DEV

— &, RedHat
OpenShift Plugins AZURE DEVOPS OpenShlft
Pacwunpenus gna VScode, Azure DevOps, ECLIPSE

Eclipse IDE, JetBrains, GitHub Actions JETBRAINS
GITHUB ACTIONS
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CodeReady Workspaces

Container Workspaces MHTerpauun
p h@ pau

3awmTa ncXxoagHoro Kkona @

[NonHas nmutaums obblYHOro crnonb3ynte BCTPOEHHbIE

Kopg Bcerga B KOHTeMHepe Ha
Bawlen nratdopme, a He Ha
HOyTOyKe pa3paboTynka

pabo4ero mecrta cpenctea OpenShift ans 6onblien
NPOAYKTUBHOCTH

BcTtpoeHHasa nogaepxka
stateful, stateless n
serverless

Ha ocHoBe Eclipse Che CocTtaBHas 4yacTb Moopepxusaet
project (>10M pulls) nnaTgopMsbl pacwmpeHnsa (plug-ins)

3ayem? Y106bl BLICTPO BBOAUTL B CTPOM HOBbIX pa3paboTtymkoB 1 3ameHnTsb VDI
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MHoro cueHapueB, nobdasa HpacTpykTypa, ogHa nnatgopma

STATELESS, EVENT-DRIVEN STATEFUL TRANSACTIONAL

MICROSERVICES DATABASE AI/ML INTELLIGENT APPS

RUNTIMES, INTEGRATION RUNTIMES, AUTOMATION, CONTAINER STORAGE AUTOMATION (DM, PAM), OPEN DATA HUB

SERVERLESS APPLICATIONS TRADITIONAL MONOLITHIC INTERNET OF THINGS

KNATIVE, OCF + MW INTEGRATIONS EAP, APP MIGRATION/MODERNIZATION AGILE INTEGRATION (FUSE, KAFKA)

PROCESS AUTOMATION / CASE
MGMT APPS

RUNTIMES, AGILE INTEGRATION (3SCALE) RUNTIMES, INTEGRATION AUTOMATION, AGILE INTEGRATION (3SCALE)
L]

RedHat
OpenShift
Container Storage

CUSTOMER / PARTNER FACING HIGH PERFORMANCE
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Q42021

e OpenShift Builds v2 TP
o Simplify access to RHEL subs in builds

e OpensShift Serverless Functions TP

e OpenShift Serverless on OSD as installed software
e Console internationalization GA

e Foundation for User Preferences

e Better Operator version & update mgmt

e Azure Stack Hub

e [Pv6 (single/dual stack on control plane)
e GA Userspace Interface API & Library

e Gateway API + Contour Tech Preview

e External DNS Management

e SmartNIC: OVS HW Offload

e OVN Egress Router

e MetalLB Support (L2)

e ipfailover Support

e Vertical Pod Autoscaling

e Pod Disruption Budget vl/beta to stable
e Scheduling profiles

e Service Mesh federation

e Windows BYOH

e ARM Support (Dev Preview)

e RHEL 8 Server Compute/Infra Nodes

e Multi-Instance-GPU support

[ ]

e OSD consumption billing, autoscaling

e Expanded ROSA and OSD Add-ons

o ARO government region (MAG) support
e Cost management for IBM and GCP
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OpenShift Roadmap

1H2022

e OpenShift Builds v2 GA

e Automate accessto RHEL subs in builds
e Pipelines-as-code

e DevSecOps tasksin OpenShift Pipelines
e Rootless builds

e OpenShift Serverless End-to-End Encryption
e OpenShift Serverless Knative Kafka Broker

e Application delivery dashboard in Dev Console
e Support for OCI chart repositories in Console
e Operator SDK for Java (Tech Preview)

e OVN as default networking plugin

e |IBM Cloud, Alibaba IPI/UPI

e Edge: Single node lightweight Kube cluster

e SmartNIC support for perf., OVS hardware offload
e Gateway API + Contour

e BGP Advertised Services (FRR)

e ACM scale to 2000 single node clusters

e CoreOS dynamic first boot images for fast scaling
e \Windows with containerd runtime support

e Subject claim URI scheme for OIDC IdPs

e Move to out-of-tree cloud providers

e FIPS compliance for OpenShift sandboxed Containers

e OCP Virt. VMs in Service Mesh

e Cert-manager operator

o NetFlow/sFlow/IPFIX Collector

e Network Observability & Analysis Tooling
e ARM Support (GA)

e Cost management forecasting and budgeting
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2H 2022

e OpenShift Builds v2 & Buildpacks GA
e Tekton Hub on OpenShift
e OpenShift sandboxed containers in Pipelines

e OpenShift Serverless Functions GA

o Global Operators Model & new Operator API
e Operator Maturity increase via SDK

e Dynamic Plugins for the OCP Console

e Azure China & AWS China

e AWS Outposts, Equinix Metal, & Microsoft Hyper-V
e Utilize cgroups v2

e Enable user namespaces

e Additional Windows Containers capabilities*
e Ingress Traffic Mirroring/Splitting

e Network Topology and Analysis Tooling

e SmartNIC Integrations

e Network Policy v2

e eBPF

e OVN no-overlay option

e Cost mgmt integration to Subs Watch, ACM
e ROSA AWS console integration
o Cluster Suspend / Resume
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&, Red Hat

Advanced Cluster Management
for Kubernetes

EonHoe okHOo Anga ynpasneHus
Krnactepamu

HacTpoinka n aHanmsa Krnacrtepos C
MOMOLLbIO NONUTUK

YnpouleHHoe ynpasrieHne
NPUITOXXEHNAMU BO BCEX KNnactepax
EQvHasa Touka MOHUTOPUHra 3a

BalLMMWN KIacTepamMi

GitOps ans Bcex BalUMX KracTepos

&, RedHat
Advanced Cluster Security
for Kubernetes

» Kubernetes-native pelueHune

» Shift-left nogxop,
» CkaHupoBaHue obpasoB 1

KOHdourypaumm B ntobom MOMEHT

XN3HEHHOIo UuKria

> PaHXuposaHue yrpos
> AHanm3 ceTeBoro B3aMmMoaeNCTBUSA U

adBTOMaTn3aunada ceTeBbiX NOJIUTUK

» Peakuyusa Ha Yrpo3bl B pealibHOM

BpEMEHN

& RedHat
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PeecTp KOHTENHEPHBIX 0B6PAa30B C OTKPbITbIM UCXOAHBLIM KOOOM,
KOTOpbIN paboTaeT Be3ae, HO nyulle Bcero B cBsidke ¢ OpenShift

PaboTaeT kak Ha HOyTOyKe pa3paboTyumka, Tak U B CLEeHapUsIX
reo-pacnpegenéHHbix cpen ¢ 0oNbWUMU Harpy3kamm

KoHTponb 1 6e3onacHocTb 0becneyvnBaeTcsi ¢ NOMOLLbIO
CKaHMpoBaHUA 0bpa3oB, KOHTPONA AOCTYyNa, reo-pennukaunm n .

[ocTyneH Kak otaenbHbI NpoaykT B Bawem LIO/L, Tak n B Buge
SaaS cepsuca ot Red Hat

& RedHat
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Cnacunbo 3a BHMMaHue!

Y3bekucTaH, r. TawkeHT, 100187, yn. UHTH3OP, 26,
pynna komnaHum NIHOL

(998-71) 208-58-44, 208-58-45, 208-58-48, 266-58-46,
266-58-47

@ o

info@nihol.uz

‘ Red Hat
Data Services



